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Abstract

Zero Trust Network Architecture (ZTNA) has emerged as a transformative paradigm in cybersecurity, aiming to address
the limitations of traditional perimeter-based security models. By adopting a "never trust, always verify" approach,
ZTNA enforces stringent access controls and continuous authentication, regardless of user location or device. This
survey provides a comprehensive overview of security challenges, solutions, and advancements in ZTNA. It explores
core principles such as least privilege access, micro-segmentation, and contextual identity verification. The paper also
examines the integration of emerging technologies like artificial intelligence (Al), blockchain, and secure access service
edge (SASE) in ZTNA implementations. Additionally, it discusses the effectiveness of ZTNA in mitigating advanced
persistent threats, insider attacks, and lateral movement. Finally, the survey identifies current research gaps, practical
deployment challenges, and future directions to enhance security in ZTNA, offering valuable insights for academics and
practitioners alike.
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1. Introduction

In the evolving landscape of cybersecurity, the rapid adoption of cloud services, mobile devices, and remote work has
introduced complexities that challenge traditional network security paradigms [1]-[3]. Historically, cybersecurity
models have operated on the assumption of a trusted internal network protected by a well-defined perimeter. This
approach, often referred to as the "castle-and-moat" model, assumes that threats originate outside the perimeter, while
entities within are inherently trusted [4]-[6]. However, the rise of sophisticated cyber threats, such as advanced
persistent threats (APTs), insider attacks, and ransomware, has rendered this approach insufficient.

Zero Trust Network Architecture (ZTNA) (shown in Figure 1) has emerged as a transformative paradigm to address
these challenges. The core principle of ZTNA is encapsulated in the philosophy of "never trust, always verify." Unlike
traditional models, ZTNA assumes that no user, device, or application should be trusted by default, whether inside or
outside the network perimeter [7]-[10]. Instead, it enforces continuous authentication, authorization, and validation of
security posture for every access request [11], regardless of the requester’s location or the resource being accessed.

* Corresponding author: Kipkoech Denzel.

Copyright © 2025 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution Liscense 4.0.


http://creativecommons.org/licenses/by/4.0/deed.en_US
https://gsconlinepress.com/journals/gscarr/
https://doi.org/10.30574/gscarr.2025.22.2.0036
https://crossmark.crossref.org/dialog/?doi=10.30574/gscarr.2025.22.2.0036&domain=pdf

GSC Advanced Research and Reviews, 2025, 22(02), 182-214

| |Principals

Zero Trust
Security Model
Zero Trust )
Network Access >
ZTNAD

Figure 1 Zero trust network access

ZTNA is not a single technology but rather an architectural framework encompassing a suite of security practices and
technologies [12]. These include identity and access management (IAM), multi-factor authentication (MFA), micro-
segmentation, endpoint detection and response (EDR), and secure access service edge (SASE) [13], [14]. Together, these
components create a robust security posture designed to mitigate lateral movement, reduce attack surfaces, and
enhance visibility and control over network interactions.

This survey paper aims to provide a comprehensive exploration of security in ZTNA, highlighting its principles,
advancements, and challenges. The objectives are threefold:

e To elucidate the foundational concepts and principles of ZTNA. This includes examining the shift from
perimeter-based security to a more dynamic and adaptive security model that aligns with modern
organizational needs.

e To survey the state-of-the-art technologies and frameworks that support ZTNA. This encompasses an analysis
of existing solutions, their effectiveness in addressing security challenges, and their integration with emerging
technologies such as artificial intelligence (Al), blockchain, and machine learning (ML).

e To identify research gaps and practical challenges in ZTNA deployment. This includes exploring issues such as
scalability, interoperability, user experience, and cost-effectiveness, as well as proposing future research
directions to address these challenges.

The remainder of this paper is structured as follows: Section 2 provides an overview of the key principles and
components of ZTNA. Section 3 surveys current technologies and implementations, focusing on their strengths and
limitations. Section 4 discusses challenges and open research questions in the field. Section 5 highlights emerging trends
and future directions, and Section 6 concludes the survey by summarizing key insights and outlining actionable
recommendations. By systematically analyzing security in ZTNA, this survey aims to serve as a valuable resource for
researchers, practitioners, and decision-makers seeking to enhance their understanding of this critical domain in
modern cybersecurity.

2. Key principles and components of zero trust network architecture

The ZTNA is a modern cybersecurity framework designed to protect systems, users, and data by assuming no entity,
whether inside or outside the network, is inherently trustworthy [15]. The guiding principle of ZTNA is "never trust,
always verify." This means that access to resources is granted only after stringent identity verification, and every access
attempt is continuously monitored and validated.

2.1. Key principles of zero trust network architecture

The key principles of ZTNA are centered around the concept of "never trust, always verify,"” which challenges the
traditional perimeter-based security model, as illustrated in Figure 2. Least privilege access ensures that users, devices,
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and applications are granted only the minimal permissions needed to perform their tasks, thereby reducing the attack
surface. Explicit verification mandates rigorous authentication and authorization [16] for every access request, often
using multi-factor authentication and contextual data like user behavior and device health.

Multi-Factor Authentication
(MFA)

Least Privilege Access Micro-Segmentation

Continuous Monitoring

Figure 2 Some of the key principles of ZTNA

Micro-segmentation divides the network into smaller, isolated zones to limit lateral movement in the event of a breach
[17]. Continuous monitoring and validation ensure that access permissions are dynamically adjusted based on real-time
risk assessments. ZTNA also adopts an assume breach mentality, operating under the assumption that threats may
already exist within the network, and focuses on mitigating damage through strict containment. These principles
collectively create a robust and adaptive framework to counter evolving cybersecurity threats.

2.1.1. Least privilege access

Least privilege access is a core principle of zero trust network architecture, ensuring that users, devices, and
applications are granted only the minimum level of access necessary to perform their tasks [18], [19]. By adhering to
this principle, organizations can significantly reduce the attack surface and limit the potential damage in the event of a
breach. Access permissions are tightly controlled and continuously evaluated, meaning that users or devices are only
authorized to interact with specific resources based on their roles, responsibilities, and current context (e.g., location,
device health, or time of access). This principle applies not only to users but also to applications and services, minimizing
unnecessary inter-application communication and reducing opportunities for lateral movement [20], [21]. By enforcing
granular, context-based access controls and restricting access to sensitive data and systems, ZTNA helps prevent
unauthorized access [22] and ensures that security is maintained at all levels, from network perimeter to internal
systems, contributing to a more robust defense against both internal and external threats.

2.1.2. Verify explicitly

"Verify explicitly" is a foundational principle of zero trust network architecture that emphasizes the need for continuous
and rigorous verification of every access request, regardless of the source or location [23]. Unlike traditional security
models that assume trust once a user or device is inside the perimeter, ZTNA requires every access attempt to be
validated against strict criteria, such as user identity, device health, location, and behavior patterns [24], [25]. This
explicit verification process often involves multi-factor authentication (MFA), real-time risk assessments, and
contextual information to determine whether access should be granted or denied. It ensures that no entity is trusted by
default, even if they are already within the network, reducing the likelihood of unauthorized access and mitigating the
risks associated with compromised credentials or insider threats [26], [27]. By continuously validating the
trustworthiness of all entities seeking access, ZTNA reinforces the "never trust, always verify" philosophy and enhances
the overall security posture of the organization.

2.1.3. Micro-segmentation

Micro-segmentation in zero trust network architecture is a critical technique for isolating and protecting sensitive
resources by dividing the network into smaller, manageable segments [28], [29]. This approach limits the lateral
movement of potential attackers within the network, ensuring that even if an attacker compromises one segment, they
cannot easily access other parts of the system. Figure 3 gives an illustration of a typical network micro-segmentation.
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Figure 3 Micro-segmentation

Micro-segmentation involves applying granular security policies to control traffic flow between segments based on
factors like user roles, device health, and application behavior [30]. This segmentation is enforced through software-
defined networking (SDN) or other network virtualization technologies, allowing for dynamic, policy-driven control
over which users or devices can communicate with specific resources [31], [32]. By minimizing trust within the network
and controlling access at the most granular level, micro-segmentation strengthens the security model of ZTNA, reduces
the attack surface, and enhances the overall resilience of the system against both external and internal threats.

2.1.4. Continuous monitoring and validation

Continuous monitoring and validation are fundamental to zero trust network architecture, ensuring that security
policies are enforced dynamically and in real-time [33]. Unlike traditional models that assume a one-time verification
of trust, ZTNA mandates that every user, device, and application is constantly monitored for compliance with security
policies throughout their entire session [34], [35]. This ongoing process involves tracking user behavior, device health,
network traffic, and environmental conditions to detect potential security risks or anomalies. If any deviation from
expected behavior occurs, such as an unusual access pattern or compromised device, the system can trigger immediate
responses, including re-authentication, access denial, or adjustment of privileges [36], [37]. This continuous vigilance
enables ZTNA to adapt to emerging threats and evolving network conditions, providing a proactive security model that
reduces the window of opportunity for attackers and ensures that all access remains valid and secure at all times.

2.1.5. Assume breach mentality

The "assume breach" mentality is a cornerstone of ZTNA, operating under the premise that threats may already exist
within the network, whether from external attackers or insiders [38], [39]. Rather than assuming the network perimeter
is secure, ZTNA assumes that any user, device, or system could be compromised and, therefore, treats all access requests
as potentially malicious. This approach leads to a more proactive and defensive posture, where security measures are
designed to minimize the damage of a breach by preventing unauthorized access, containing potential threats, and
limiting lateral movement within the network [40], [41]. By assuming breach, ZTNA focuses on continuous validation,
strict access controls, micro-segmentation, and real-time monitoring to mitigate the impact of any attack and ensure
that any unauthorized activity is quickly detected and contained. This mentality shifts the focus from preventing
breaches entirely to detecting and responding swiftly, thereby reducing risk and enhancing resilience.
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2.1.6. Device and endpoint security

Device and endpoint security are critical components of zero trust network architecture, as they ensure that all devices
accessing the network meet security standards [42] before being granted access to sensitive resources. In a Zero Trust
model, every device—whether it’s a laptop, smartphone, 10T device, or server—is treated as potentially compromised,
and thus must be continuously verified for compliance with security policies. This includes checking device health,
ensuring up-to-date software and security patches, and validating the integrity of device configurations [43], [44].
Endpoint Detection and Response (EDR) tools are often employed to monitor device activities and detect suspicious
behaviors, while Mobile Device Management (MDM) or Enterprise Mobility Management (EMM) systems help enforce
security policies on mobile devices. Additionally, devices must pass authentication checks, such as multi-factor
authentication, and be subject to continuous monitoring for any deviations that might indicate a security risk [45]-[47].
By focusing on securing devices and endpoints, ZTNA ensures that unauthorized or compromised devices cannot access
critical resources, further reducing the attack surface and reinforcing the architecture’s "never trust, always verify"
philosophy.

2.1.7. Identity-centric security

Identity-centric security is a key principle in ZTNA, where the focus shifts from securing the network perimeter to
securing individual identities—whether users, devices, or applications [48]. In this approach, the identity of each entity
is continuously verified and authenticated before being granted access to resources, ensuring that only authorized
individuals or systems can interact with sensitive data [49], [50]. Identity and Access Management (IAM) systems, often
integrated with multi-factor authentication and single sign-on (SSO) solutions, play a pivotal role in managing these
identities and ensuring secure authentication. Access decisions are based on a combination of factors such as the user's
role, device health, location, and behavior, creating a context-aware, dynamic access model [51]. Identity-centric
security also involves continuous monitoring to detect any anomalous or unauthorized behavior, ensuring that access
permissions remain aligned with real-time risks. By making identity the central pillar of security, ZTNA reduces the risk
of unauthorized access [52], insider threats, and credential-based attacks, thereby strengthening overall cybersecurity
posture.

2.1.8. Data protection

Data protection in zero trust network architecture is a crucial element of its security model, ensuring that sensitive
information is safeguarded from unauthorized access or breaches throughout its lifecycle [53]. In a Zero Trust
environment, data is protected through a combination of encryption, access control policies, and continuous monitoring,
irrespective of its location—whether on-premises, in the cloud, or in transit [54]. End-to-end encryption ensures that
data is secure both at rest and in transit, preventing unauthorized users from intercepting or accessing it [55].
Additionally, ZTNA enforces granular access controls that limit data access based on the principle of least privilege,
ensuring that only those with explicit authorization can view or manipulate sensitive information [56], [57].

Table 1 Key principles

Principle Discussion

Least Privilege Access Access is granted based on a strict "need-to-know" and "need-to-access" basis.

Users, devices, and applications are given the minimum level of access required to
perform their tasks, reducing the attack surface.

Verify Explicitly Authentication and authorization are required for every access request.

Verification is based on multiple factors such as user identity, device status,
geolocation, and time of access.

Micro-Segmentation The network is divided into smaller, isolated segments, limiting lateral movement of
attackers.

Access to each segment is controlled and monitored independently.

Continuous Monitoring and | Security does not end after authentication; it is an ongoing process.

Validation User behaviors, device health, and network activity are constantly evaluated to detect
anomalies.
Assume Breach Mentality Organizations operate under the assumption that breaches will happen or may have

already occurred.
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Security measures focus on minimizing the impact of a breach through containment
and rapid incident response.

Device and Endpoint | Every device accessing the network is verified for compliance with security policies.

Security This includes checking for proper patching, anti-malware software, and encryption.
Identity-Centric Security Identity becomes the primary perimeter of security, replacing traditional network
perimeters.

Multi-factor authentication (MFA) and identity governance are critical components.

Data Protection Data is classified and protected both at rest and in transit.

Encryption, rights management, and strict access controls are applied to sensitive
data.

Continuous monitoring allows for real-time detection of potential data breaches or misuse, while Data Loss Prevention
(DLP) systems prevent unauthorized sharing or leakage of data. By embedding these data protection mechanisms into
its core, ZTNA minimizes the risk of data exposure, ensuring that organizations can maintain confidentiality, integrity,
and availability [58] while complying with regulatory requirements such as GDPR or HIPAA.

2.2. Components of zero trust network architecture

As shown in Figure 4, the zero trust network architecture comprises several interconnected components that work
together to enforce its "never trust, always verify" approach [59]. Identity and Access Management plays a central role,
ensuring secure authentication and authorization through mechanisms like single sign-on and multi-factor
authentication. Endpoint security monitors and protects devices accessing the network, using tools such as Endpoint
Detection and Response (EDR) and Mobile Device Management (MDM) [60].

Multi-factor

Network segmentation
& authentication (MFA)

Identity and Access Encryption
Management (IAM)

Figure 4 Components of ZTNA

Network segmentation isolates resources using software-defined perimeters and micro-segmentation to prevent lateral
movement [61]. Security Information and Event Management (SIEM) and real-time analytics provide visibility into
threats, while Data Loss Prevention (DLP) safeguards sensitive data. A Zero Trust policy engine enforces granular access
controls based on context, such as user roles and device health. Additional components include Cloud Access Security
Brokers (CASB) for extending ZTNA to cloud environments, encryption for secure communication [62], and behavioral
analytics to detect anomalies. Together, these components create a dynamic and resilient security framework.

2.2.1. Identity and Access Management (IAM)

Identity and Access Management (IAM) is a fundamental component of ZTNA, enabling organizations to control and
manage who can access their resources based on verified identities [63], as illustrated in Figure 5. IAM ensures that only
authorized users, devices, or applications are granted access to specific data or services by using robust authentication
and authorization mechanisms [64]-[66]. This typically includes the use of multi-factor authentication (MFA) to add an
extra layer of security and single sign-on (SSO) to streamline user access while maintaining security.
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Figure 5 Identity and Access Management

IAM solutions continuously evaluate access requests in real time, taking into account various contextual factors such as
user behavior, device health, location, and role within the organization. By integrating role-based access control (RBAC)
or attribute-based access control (ABAC), IAM systems enforce the principle of least privilege, granting only the minimal
permissions necessary for users to perform their tasks. This dynamic and adaptive approach to identity and access
management [67] strengthens the Zero Trust model by ensuring that all access is explicitly verified, reducing the risk of
unauthorized access, insider threats, and credential misuse.

2.2.2. Endpoint security

Endpoint security focuses on ensuring that every device—whether a workstation, mobile phone, or IoT device—meets
security standards before it is allowed to access network resources [68], [69]. In ZTNA, each endpoint is considered
potentially compromised, and therefore must be continuously monitored and validated for compliance with security
policies. This involves checking the health and security posture of the device, such as ensuring it has the latest software
updates, active antivirus protection, and no signs of malicious activity. Endpoint Detection and Response (EDR) tools
are often deployed to detect, investigate, and respond to any suspicious behavior on the device [70]-[72]. Additionally,
multi-factor authentication is commonly used to verify the identity of users accessing the network through these
endpoints. By integrating endpoint security into the Zero Trust model, organizations can enforce strict access controls,
prevent unauthorized devices from connecting, and ensure that compromised or non-compliant devices are quickly
identified and isolated [73], thus reducing the overall attack surface and strengthening the network's security posture.

2.2.3. Network segmentation

Network segmentation is a fundamental security strategy that involves dividing the network into distinct segments or
zones, each with its own security policies and access controls [74]. This approach limits the scope of potential attacks
by preventing unauthorized users or compromised devices from freely moving across the entire network [75]. With
micro-segmentation, ZTNA enforces strict identity-based access controls, ensuring that only authenticated and
authorized users or devices can access specific segments, even within the same network [76]. By segmenting the
network based on sensitivity and business needs, ZTNA enhances visibility and containment, allowing for more precise
monitoring and quicker identification of potential threats. This segmentation also supports the principle of least
privilege, ensuring users and systems can only access the resources they require. Overall, network segmentation in
ZTNA strengthens security by reducing the attack surface [77], improving compliance, and minimizing the impact of a
potential breach.

2.2.4. Security Information and Event Management (SIEM)

Security Information and Event Management (SIEM) plays a critical role in providing real-time monitoring, analysis,
and response to security events across the entire network [78]. SIEM systems aggregate and correlate data from various
sources—such as endpoints, network devices, identity management systems, and applications—to detect unusual
patterns, potential threats, or security breaches [79]. In the context of ZTNA, SIEM enhances the "never trust, always
verify" approach by continuously monitoring every user, device, and access request, and evaluating them against
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security policies [80], [81]. This enables the rapid detection of anomalies, such as unauthorized access attempts or
deviations from normal behavior, which can trigger immediate responses like alerts, access revocation, or further
investigation. By integrating SIEM with ZTNA'’s identity-based and context-aware security controls, organizations can
achieve a comprehensive, proactive security posture [82] that not only helps prevent breaches but also accelerates
incident response and supports compliance with regulatory requirements.

2.2.5. Data Loss Prevention (DLP)

Data loss prevention is a key component of zero trust network architecture, designed to protect sensitive data from
being leaked, stolen, or improperly accessed [83]. In a ZTNA environment, DLP solutions enforce strict data handling
policies across the network by continuously monitoring and analyzing data flows, both within the organization and at
the network perimeter [84]. These solutions prevent unauthorized access or sharing of confidential information by
blocking or restricting the movement of data based on predefined rules, such as file type, content, or user permissions.
DLP systems can also detect anomalous behaviors, such as attempts to transfer large volumes of sensitive data or access
from non-compliant devices, and trigger real-time alerts or preventive actions [85], [86]. By integrating DLP with the
ZTNA model, organizations can ensure that sensitive data is only accessible to authorized individuals and devices,
effectively mitigating the risk of data breaches, insider threats [87], and regulatory violations, while maintaining a
secure and compliant environment.

2.2.6. Zero trust policy engine

The zero trust policy engine is responsible for defining, enforcing, and continuously evaluating security policies across
the network [88]. It dynamically determines whether a user, device, or application is allowed to access specific
resources based on a set of predefined rules that take into account factors such as user identity, device health, location,
time, and the sensitivity of the requested resource [89]. The policy engine operates in real-time, ensuring that access
decisions are made based on the current context and risk assessment, rather than relying on static, pre-established trust
levels. By integrating with identity and access management systems, endpoint security, and other ZTNA components,
the policy engine ensures that the "never trust, always verify" principle is applied consistently across the entire network
[90], [91]. Additionally, the policy engine is flexible and adaptive, allowing organizations to quickly adjust security
measures as new threats emerge or as user and device behaviors evolve. This centralized, dynamic control mechanism
is essential for maintaining a secure, granular, and scalable Zero Trust environment.

2.2.7. Continuous Diagnostics and Mitigation (CDM)

Continuous Diagnostics and Mitigation (CDM) in ZTNA is a proactive security approach focused on continuously
assessing, identifying, and responding to potential vulnerabilities and threats [92] in real-time. By constantly
monitoring the security posture of devices, users, and network traffic,c CDM enables organizations to detect emerging
risks and automatically apply corrective actions, such as isolating compromised endpoints, adjusting access
permissions, or enforcing security policy updates [93], [94]. In ZTNA, CDM integrates with other security systems, such
as Identity and Access Management (IAM), Endpoint Detection and Response (EDR), and the Zero Trust Policy Engine,
to ensure that every entity accessing the network is continuously verified and complies with security policies. This real-
time visibility and response mechanism helps to mitigate potential threats before they can cause damage, ensuring a
dynamic, adaptive security posture that evolves as new risks and vulnerabilities arise [95]. CDM enhances ZTNA by
ensuring that the network remains resilient, adaptable, and secure, even in the face of constantly changing threats and
network environments.

2.2.8. Cloud Access Security Broker (CASB)

A Cloud Access Security Broker (CASB) plays a vital role in zero trust network architecture by providing visibility and
control over the use of cloud services [96], ensuring secure access to cloud-based applications and data. CASBs act as
an intermediary between users and cloud services, enforcing security policies and protecting against threats [97] by
continuously monitoring and evaluating user behaviors, data transfers, and access requests. In a Zero Trust model,
CASBs are integrated with identity and access management systems to enforce granular access controls, ensuring that
only authenticated and authorized users or devices can access cloud resources, based on predefined policies and
contextual factors such as location or device health [98], [99]. Additionally, CASBs can enforce data protection measures,
such as encryption, data loss prevention (DLP), and activity monitoring, helping to mitigate risks associated with cloud
adoption, such as unauthorized access, data leakage, or shadow IT. By incorporating CASBs into ZTNA, organizations
can achieve a secure and compliant environment for cloud resources, while maintaining strict access control and
protecting sensitive data.
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2.2.9. Encryption and secure communication

As depicted in Figure 6, encryption and secure communication are critical elements in zero trust network architecture,
ensuring that data is protected both in transit and at rest, regardless of its location or the entity accessing it [100]-[102].
In a Zero Trust model, all communications, whether between users, devices, or applications, are encrypted to prevent
unauthorized access and interception, even within the internal network. End-to-end encryption ensures that sensitive
data remains unreadable to anyone without the proper decryption keys [103], while secure communication protocols,
such as TLS and IPsec, are used to establish trusted connections and protect data integrity.

5 Plaintext |  Ciphertext | Plaintext
» #
3 > T
Sender Encrypt Decrypt Recipient

Different keys are used to
encrypt and decrypt message

m—lo'n.l—o

Recipient’'s Recipient’'s
Public Private
Key Key

Figure 6 Encryption and secure communication

ZTNA applies encryption at multiple layers, securing both network traffic and application data, and uses mechanisms
like public key infrastructure (PKI) and multi-factor authentication MFA to further strengthen the authentication and
authorization process [104]. This comprehensive encryption strategy supports the "never trust, always verify" principle
by ensuring that only legitimate, authenticated entities can decrypt and access data, reducing the risk of data breaches,
man-in-the-middle attacks, and unauthorized access across the network.

2.2.10. Threat intelligence and behavioral analytics

Threat intelligence and behavioral analytics are key components of ZTNA that enhance security by enabling the
proactive identification and mitigation of potential threats [105], as illustrated in Figure 7. Threat intelligence involves
gathering, analyzing, and sharing data about emerging threats, vulnerabilities, and attack techniques, which helps
organizations stay informed about the latest risks and take preventive actions [106], [107]. In a Zero Trust environment,
threat intelligence is integrated into the decision-making process, enabling continuous monitoring and real-time threat
detection across the network.

Behavioral analytics, on the other hand, focuses on analyzing the normal patterns of user and device activity to identify
anomalies that could indicate malicious behavior, such as unauthorized access attempts, lateral movement, or data
exfiltration [108], [109]. By leveraging these insights, ZTNA systems can adapt security policies dynamically, ensuring
that access requests are continuously evaluated based on the latest threat intelligence and the behavioral context of the
requesting entity. This combination of threat intelligence and behavioral analytics strengthens ZTNA's ability to detect
and respond to sophisticated attacks, such as advanced persistent threats (APTs), before they can cause significant
harm.
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Table 2 Components of zero trust network architecture

Component

Explanation

Identity and Access Management
(IAM)

Centralized management of user identities, roles, and permissions.
Includes Single Sign-On (SSO), MFA, and adaptive authentication.

Endpoint Security Continuous monitoring and management of devices accessing the network.
Endpoint Detection and Response (EDR) and Mobile Device Management (MDM)
solutions ensure device compliance.

Network Segmentation Implementation of software-defined perimeters (SDP) and micro-segmentation.

Controls lateral movement and isolates sensitive resources.

Security Information and Event
Management (SIEM)

Aggregates and analyzes security logs from across the network.
Provides real-time visibility into potential threats and supports threat hunting.

Data Loss Prevention (DLP)

Tools that prevent unauthorized access, sharing, or exfiltration of sensitive data.
Enforces data protection policies across endpoints, emails, and cloud storage.

Zero Trust Policy Engine

Centralized system for defining and enforcing access policies.

Evaluates access requests based on context, such as user role, device health, and
location.

Continuous  Diagnostics and

Mitigation (CDM)

Ongoing assessment of vulnerabilities and configuration weaknesses.
Automates remediation tasks to maintain a secure posture.

Cloud Access Security Broker
(CASB)

Extends ZTNA principles to cloud environments.

Provides visibility, compliance enforcement, and data protection for cloud
applications.

Encryption and Secure | Ensures that all data in transit and at rest is encrypted.

Communication Employs Transport Layer Security (TLS) and other encryption standards.

Threat Intelligence and | Uses machine learning and artificial intelligence to detect and respond to
Behavioral Analytics advanced threats.

Analyzes patterns in network traffic and user behavior to identify anomalies.
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2.3. Benefits of zero trust architecture

Zero Trust Architecture (ZTA) offers several key benefits that significantly enhance an organization's cybersecurity
posture [110]. Table 3 gives a summary of these benefits. One of the primary advantages is its reduced attack surface.
Traditional perimeter-based security models operate under the assumption that threats exist only outside the network
[111], leading to a false sense of security once inside the perimeter. In contrast, ZTA assumes that threats can exist both
outside and inside the network, meaning no entity is trusted by default. This approach minimizes the attack surface by
continually verifying every access request, regardless of whether the user or device is inside or outside the network
perimeter. As a result, attackers who manage to bypass the perimeter defenses are less likely to gain lateral movement
or escalate their privileges [112] within the network, making it harder for them to inflict significant damage.

Another major benefit of Zero Trust is improved data protection. ZTA ensures that data is always encrypted and access
to sensitive information is tightly controlled, even within the internal network [113], [114]. By applying the principle of
least privilege, where users and devices are granted only the minimal level of access necessary to perform their tasks,
Zero Trust reduces the risk of unauthorized data access or data breaches. Furthermore, continuous monitoring and
behavioral analytics help identify anomalies or unusual access patterns that might indicate potential data leaks or
insider threats [115], allowing for immediate response and mitigating the impact of a breach before it escalates.

Table 3 Benefits of zero trust architecture

Merit Description

Enhanced security Reduces the risk of insider threats and external attacks by enforcing strict access controls.

Minimized attack | Micro-segmentation and least privilege access limit exposure to vulnerabilities.

surface

Regulatory Helps meet requirements for data protection and privacy laws, such as GDPR and HIPAA.

compliance

Improved visibility Provides granular monitoring of user and device activities across the network.

Scalability Adaptable to hybrid and multi-cloud environments, ensuring consistent security across
diverse infrastructures.

Zero Trust Architecture also enables greater flexibility and scalability, particularly as organizations increasingly adopt
cloud environments, remote work, and IoT devices [116]-[118]. Traditional network security models struggle to scale
with the growing number of endpoints and decentralized access points, which can lead to security gaps. ZTA, on the
other hand, allows organizations to securely extend their network beyond the physical perimeter by applying the same
rigorous identity verification and access controls to cloud services, remote users, and mobile devices [119]-[120]. This
flexibility ensures that security policies are uniformly applied, regardless of where resources or users are located,
facilitating secure collaboration across distributed teams and environments.

Furthermore, Zero Trust enhances visibility and control over network traffic, making it easier for organizations to
monitor and audit access to critical resources [121]. With ZTA, every access request is logged, analyzed, and
continuously monitored, providing security teams with real-time insights into who is accessing what, from where, and
under what conditions. This level of transparency allows for better detection of suspicious activity, quicker
identification of compromised credentials [122], and faster incident response times. The granular level of control also
ensures that security policies can be tailored to specific users, devices, or applications, enabling organizations to enforce
context-aware security measures and adapt to evolving threats.

Finally, Zero Trust Architecture offers improved compliance and regulatory adherence. Many industries are subject to
strict regulatory requirements concerning data protection and privacy, such as GDPR, HIPAA, and PCI-DSS [123], [124].
Zero Trust’s focus on strict identity verification, access control, data encryption, and audit trails helps organizations
meet these compliance standards more effectively. Continuous monitoring and the ability to enforce policies at a
granular level ensure that only authorized users can access sensitive data, and any violations or breaches can be quickly
detected and addressed [125], [126]. As organizations face increasing pressure to protect sensitive information [127],
ZTA provides a robust framework that simplifies compliance management and reduces the risk of non-compliance
penalties.

192



GSC Advanced Research and Reviews, 2025, 22(02), 182-214

3. Current technologies and implementations of ZTNA

Zero Trust Network Architecture is a subset of the broader Zero Trust security model, specifically focused on securing
network access [128], [129]. As evidenced in Figure 8, it enforces stringent identity verification, continuous monitoring,
and adaptive security policies to ensure that no user or device is inherently trusted. Table 4 presents an extensive
discussion of the current technologies and implementations of zero trust network architecture, addressing its
principles, technologies, deployment models, and applications.

Table 4 Current technologies and implementations

Technology/ Discussion
implementation

Least privilege access: Users and devices are granted only the minimum permissions
necessary.

Continuous verification: Trust is dynamically assessed based on identity, device
posture, and context.

Microsegmentation: Network segments are isolated to restrict lateral movement in case

Core principles of a breach.

Context-aware access: Access decisions consider user roles, location, device health, and
risk profiles.

Assume breach: The architecture operates under the assumption that internal and
external threats are ever-present.

a) Identity and Access Management (IAM)
Single Sign-On (S50): Streamlines authentication while maintaining security.

Multi-Factor Authentication (MFA): Adds layers of verification, such as biometrics or
time-based one-time passwords.

Adaptive access control: Grants or denies access based on contextual risk factors.

b) Network Segmentation and Software-Defined Perimeters (SDP)
Microsegmentation: Divides networks into smaller, isolated zones.

Software-Defined Perimeters (SDPs): Conceal network resources and allow access only
after authentication.

c) Endpoint and device security
Endpoint Detection and Response (EDR): Monitors and analyzes endpoint activities.

Core technologies
Mobile Device Management (MDM): Ensures compliance with security policies on

mobile devices.
Zero trust device posture assessment: Validates device security before granting access.

d) Secure Access Service Edge (SASE)

Cloud Access Security Brokers (CASBs): Control access to cloud services and enforce
security policies.

Secure Web Gateways (SWGs): Protect against web-based threats.
Firewall as a Service (FWaaS): Cloud-delivered firewalls for perimeter security.

e) Encryption and secure communication
TLS/SSL encryption: Secures data in transit between endpoints.
IPSec tunnels: Provides secure communication for VPN alternatives in ZTNA.

f) Behavioral and threat analytics
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Al-Powered behavioral analytics: Detect anomalies and adapt security policies
dynamically.

Threat intelligence feeds: Enhance ZTNA policies by incorporating real-time threat data.

a) Agent-Based ZTNA
Requires an agent installed on endpoint devices.

Pros: Granular access control, robust security.
Cons: Complexity in managing and deploying agents.
Example: Palo Alto Prisma Access.

b) Agentless ZTNA

Relies on browser-based access or reverse proxies for authentication.
Pros: Simpler to deploy, ideal for unmanaged devices.

Deployment models Cons: Limited functionality compared to agent-based models.
Example: ZScaler Private Access.

c) Cloud-Native ZTNA
Delivered as a cloud service, reducing the need for on-premise infrastructure.
Example: Google BeyondCorp.

d) On-Premise ZTNA

Fully implemented within an organization's infrastructure.
Pros: Full control over security policies.

Cons: Requires significant resources and expertise.
Example: Cisco TrustSec.

a) Remote work enablement
Provides secure, seamless access to enterprise resources for remote employees.
Example: Microsoft Azure AD Conditional Access.

b) Third-party and vendor access
Grants restricted access to external users without exposing the broader network.
Current implementations Example: Akamai Enterprise Application Access.

¢) Multi-cloud and hybrid environments
Ensures consistent security policies across on-premise and cloud environments.
Example: VMware Workspace ONE.

d) Compliance in regulated industries
Supports stringent security standards (e.g., HIPAA, PCI-DSS).
Example: Okta Adaptive MFA and Identity Engine.

It is quite evident that current technologies and implementations of ZTNA are reshaping the cybersecurity landscape
by prioritizing identity-centric access, device security, and adaptive policy enforcement. Leveraging advancements like
multi-factor authentication [130], microsegmentation, software-defined perimeters (SDPs), and Secure Access Service
Edge (SASE), ZTNA ensures secure, context-aware access to resources [132].
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Figure 8 Steps in implementing ZTNA

It is widely deployed in both cloud-native and hybrid environments to address the challenges of remote work, third-
party access, and IoT security [133]. Despite its robust capabilities, ZTNA implementations face challenges such as
integration with legacy systems, potential performance trade-offs, and the complexity of policy management. However,
with growing adoption of Al-driven analytics and edge computing, ZTNA is poised to remain a cornerstone of modern
cybersecurity strategies.

4. Challenges and open research questions ZTNA

Implementing Zero Trust Architecture presents several challenges that organizations must navigate to fully realize its
security benefits. Table 5 gives a summary of these challenges. One of the primary challenges is the complexity of
deployment and integration with existing IT infrastructure [133], [134]. Transitioning from a traditional perimeter-
based security model to Zero Trust requires a fundamental shift in how access is managed and monitored [135].
Organizations often have complex and diverse IT environments with legacy systems, third-party applications, and a mix
of on-premises and cloud resources [136]. Integrating ZTA across these various environments can be time-consuming,
costly, and technically challenging. It may require significant changes to existing network architectures, security tools,
and operational processes, as well as coordination across multiple teams and departments.

Another significant challenge is managing and scaling identity and access management (IAM) systems. Zero Trust relies
heavily on the concept of continuous identity verification [137], which demands a robust IAM framework to
authenticate, authorize, and track users, devices, and applications. Ensuring that all entities are accurately and
continuously authenticated can be complex, particularly for organizations with large and dynamic user bases [138],
[139]. The challenge intensifies when dealing with third-party vendors, remote workers, or Internet of Things devices,
which may not conform to the same standards of identity management. Additionally, implementing multi-factor
authentication and other advanced security measures can introduce friction into the user experience [140]-[142],
leading to potential resistance from employees or partners.

Table 5 Challenges in implementing ZTNA

Challenge Explanation

Cultural and operational | Shifting from legacy perimeter-based security to Zero Trust requires significant
resistance change management.

Complexity Implementing micro-segmentation and continuous monitoring can be resource-
intensive.

Integration issues Ensuring compatibility with existing IT infrastructure and applications may pose
challenges.

Skill gaps Requires skilled cybersecurity professionals to design, implement, and manage the
architecture.
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The cost and resource requirements of implementing a Zero Trust framework can also be prohibitive for some
organizations, especially small to medium-sized enterprises [144]. ZTA demands a combination of new technologies,
such as advanced endpoint security, data loss prevention tools, security information and event management systems,
and cloud access security brokers, which can entail significant upfront costs [146]. Furthermore, organizations must
invest in continuous monitoring, threat intelligence, and behavioral analytics capabilities to support real-time access
control and response [147]. In addition to the financial costs, implementing ZTA requires skilled cybersecurity
professionals to manage and maintain the infrastructure, which can place a strain on existing resources and budgets.

Another challenge in implementing Zero Trust is user adoption and resistance. The core principle of Zero Trust—“never
trust, always verify”—often requires significant changes to how users interact with systems and applications [148],
[149]. The transition to ZTA involves shifting from traditional login-based access to continuous authentication,
contextual access control, and frequent re-authentication [150], [151]. While these measures enhance security, they can
create friction and inconvenience for users who are accustomed to more seamless access experiences. Employees may
resist the perceived complexity or intrusiveness of continuous monitoring, multi-factor authentication, or restrictive
access controls, which could lead to lower productivity or non-compliance [152]. Overcoming this resistance requires
effective communication, user training, and possibly the integration of more user-friendly security measures.

Finally, monitoring and managing threats in real-time within a Zero Trust framework can be overwhelming due to the
sheer volume of data generated by continuous monitoring and the complexity of real-time decision-making [153], [154].
ZTA demands that every access request be evaluated based on a dynamic risk assessment, considering numerous
contextual factors such as user behavior, device health, location, and time of access. While this provides a high level of
security, it can also lead to an overwhelming amount of alerts, data, and logs that security teams must analyze and
respond to. Effective threat intelligence, machine learning, and behavioral analytics tools are essential to manage this
flood of data [155], [156], but they also require substantial resources, expertise, and time to configure and operate
efficiently. Balancing the need for detailed monitoring with the ability to respond quickly and appropriately to actual
threats can be a significant hurdle for organizations.

Therefore, Zero Trust Network Architecture represents a paradigm shift in cybersecurity. By enforcing strict access
controls, leveraging continuous monitoring, and assuming that breaches are inevitable, ZTNA offers robust protection
against modern cyber threats [157], [158]. Although implementing ZTNA may be complex, its benefits far outweigh the
challenges, making it an essential strategy for organizations aiming to secure their digital ecosystems.

5. Emerging trends and future directions

Zero Trust Network Architecture has emerged as a foundational framework for securing modern IT environments.
While it has been widely adopted and researched, significant gaps remain in understanding, implementing, and scaling
ZTNA in diverse contexts. Addressing these gaps and exploring future directions will enhance the framework's
effectiveness and adaptability.

5.1. Research gaps in ZTNA

Despite its growing adoption, Zero Trust Network Architecture faces several research gaps that hinder its full potential,
as summarized in Table 6. A lack of standardization leads to inconsistent implementations, complicating
interoperability across organizations and platforms. Scalability challenges arise in large, distributed environments like
IoT and multi-cloud systems, where managing granular policies and real-time monitoring becomes complex [159].
Policy management is another concern, as defining, updating, and enforcing detailed access controls across diverse
systems is prone to errors.

Table 6 Research gaps
Gap Explanation
Lack of standardization Gap: Despite its popularity, ZTNA lacks a universally accepted standard or framework,

leading to varied interpretations and implementations [160].

Impact: Inconsistent implementations can result in vulnerabilities [161],
interoperability issues, and inefficiencies.

Example: Organizations may implement ZTNA differently, complicating integration
across supply chains or multi-cloud environments.
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Scalability challenges Gap: Scaling ZTNA in large, distributed environments, especially in hybrid and multi-
cloud setups, remains complex [162].

Impact: The increased number of devices, users, and connections can strain policy
engines, authentication systems, and monitoring tools [163].

Example: 10T networks with millions of devices face significant challenges in policy
enforcement and monitoring [164], [165].

Usability and user | Gap: Overly stringent access controls [166] can disrupt workflows and negatively
experience impact user experience.

Impact: Users may seek workarounds, creating new vulnerabilities.

Example: Excessive reauthentication requirements can frustrate users and reduce
productivity [167].

Evolving threat landscape | Gap: ZTNA principles are not fully equipped to handle advanced threats like Al-driven
attacks, quantum computing-based decryption [168], and zero-day vulnerabilities.

Impact: These sophisticated attacks can bypass traditional ZTNA defenses.

Example: Al-powered phishing attacks that impersonate trusted entities to compromise
credentials [169].

Integration with emerging | Gap: ZTNA integration with emerging technologies such as blockchain, edge computing,
technologies and AI/ML remains underexplored [170].

Impact: Lack of integration reduces the effectiveness of ZTNA in leveraging these
technologies for enhanced security.

Example: Blockchain could offer decentralized identity verification [171], but its use in

ZTNA is limited.
Policy management | Gap: Managing and updating granular access policies across diverse systems and user
complexity groups is complex [172].

Impact: Errors in policy configuration can lead to security gaps or excessive restrictions.

Example: Defining consistent policies for a workforce spread across multiple
geographies and devices.

Real-time monitoring and | Gap: Real-time threat detection [173] and response are critical but challenging to
response achieve in ZTNA due to the volume and velocity of data.

Impact: Delayed responses to threats can lead to significant damage.

Example: A compromised device in a ZTNA framework might not be immediately
flagged, allowing lateral movement.

Additionally, usability issues emerge when stringent access requirements disrupt workflows, pushing users toward
insecure workarounds. ZTNA's ability to handle the evolving threat landscape, including Al-driven attacks and quantum
computing risks, remains underexplored. Furthermore, integrating ZTNA with emerging technologies like blockchain
and edge computing is limited, and more work is needed to address privacy concerns when monitoring user activities.
Addressing these gaps is critical for enhancing ZTNA’s effectiveness and adaptability in securing modern digital
ecosystems.

5.2. Future directions in ZTNA

The future of zero trust network architecture lies in advancing its adaptability, scalability, and integration with
emerging technologies, as illustrated in Table 7. Developing universal standards is essential to ensure consistent
implementation and interoperability across diverse environments [174], [175]. Al and machine learning will play a
pivotal role in automating threat detection, behavioral analysis, and dynamic policy enforcement, reducing reliance on
manual processes. As quantum computing threatens traditional encryption, adopting quantum-resistant cryptography
will enhance the resilience of ZTNA. Efforts to secure IoT and edge computing environments will involve lightweight
authentication mechanisms [176] and localized analytics for real-time threat mitigation. Enhancing privacy-preserving
technologies like differential privacy and secure multi-party computation will address concerns about user data
monitoring [177]-[181]. Additionally, context-aware access control will enable richer decision-making by factoring in
real-time user behavior, device health, and environmental conditions [182]. Collaborative efforts in threat intelligence
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sharing and extending ZTNA principles to supply chains and federated ecosystems will further strengthen its impact,
making ZTNA a cornerstone of future cybersecurity strategies.

5.3. Development of universal standards

The development of universal standards in Zero Trust Network Architecture is crucial to ensuring consistency,
interoperability, and scalability across diverse environments and organizations [183], [184]. Currently, the lack of
universally accepted guidelines leads to fragmented implementations of ZTNA, which can result in security gaps,
inefficiencies, and integration challenges [185]. Establishing standardized frameworks would enable organizations to
adopt ZTNA more effectively, facilitating seamless communication and trust management across multi-cloud, hybrid,
and cross-organizational infrastructures. These standards would cover critical aspects such as identity verification,
access controls [186], and policy enforcement, ensuring a unified approach to security across different systems and
technologies. Collaborative efforts among industry groups, government agencies, and standards organizations (e.g.,
NIST, ISO) are needed to define these standards and promote best practices, ultimately enabling organizations to
implement ZTNA with confidence and improving the overall cybersecurity posture across industries.

5.4. Integration with artificial intelligence and machine learning

Integrating Artificial Intelligence and Machine Learning into Zero Trust Network Architecture holds the potential to
significantly enhance security by automating threat detection, policy enforcement, and decision-making processes
[187], [188]. Al and ML can analyze vast amounts of network traffic, user behavior, and device health data to identify
anomalies and predict potential security threats in real-time [189]-[191]. These technologies enable adaptive
authentication by adjusting access permissions based on evolving risk factors, such as changes in user behavior, device
compliance, or environmental conditions. Al/ML-powered systems can also automate the creation and adjustment of
access policies [192], reducing human error and ensuring more dynamic, context-aware security decisions.
Furthermore, machine learning algorithms can continuously improve their ability to recognize sophisticated threats,
such as Al-driven attacks or zero-day vulnerabilities, by learning from historical data and emerging patterns. The
integration of Al and ML into ZTNA will thus enable more proactive, efficient, and adaptive security solutions in
increasingly complex and dynamic digital ecosystems.

5.5. Quantum-resistant cryptography

Quantum-resistant cryptography is becoming an essential component of Zero Trust Network Architecture as the advent
of quantum computing threatens to undermine traditional encryption methods [193], [194]. Quantum computers, with
their ability to perform complex calculations at unprecedented speeds, have the potential to break widely used
cryptographic algorithms such as RSA and ECC (Elliptic Curve Cryptography) [195], [196]. To mitigate this risk,
quantum-resistant algorithms (also known as post-quantum cryptography) are being developed to ensure the
continued security of communications, data, and authentication processes within a Zero Trust framework. These
algorithms, which are designed to be secure even against the capabilities of quantum computers, must be integrated
into ZTNA to protect sensitive data and maintain the integrity of identity and access management systems.
Implementing quantum-resistant cryptography will be crucial for future-proofing ZTNA and ensuring that security
remains robust as quantum computing evolves [197], [198]. This integration will involve adopting new cryptographic
standards, updating legacy systems, and ensuring that ZTNA solutions are resilient to both classical and quantum
threats.

5.6. Enhanced IoT and Edge Security

Enhanced IoT and edge security in zero trust network architecture is crucial due to the growing number of
interconnected devices and the decentralized nature of edge computing environments [199]. IoT devices, often
resource-constrained and distributed across various locations, present unique security challenges, such as weak
authentication, limited monitoring capabilities, and susceptibility to attacks [200], [201]. In a Zero Trust framework,
every device—whether 10T or edge-based—must be authenticated and continuously validated for compliance with
security policies before being granted access to the network. Micro-segmentation and context-aware access control play
a key role in isolating and securing loT devices and edge nodes [202], ensuring that even if one device is compromised,
the rest of the network remains protected. Additionally, lightweight authentication mechanisms, such as device
certificates and behavioral analytics, are essential for validating devices in real-time without degrading performance
[203]-[206]. Edge-based security solutions, including local threat detection and policy enforcement, enable faster
responses to security incidents, reducing reliance on centralized systems. By integrating ZTNA principles with robust
IoT and edge security strategies, organizations can ensure that their decentralized and rapidly expanding networked
environments remain secure, resilient, and compliant.
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5.7. Privacy-preserving technologies

Privacy-preserving technologies are essential in ensuring that stringent security measures do not compromise user
privacy [207]. As ZTNA requires continuous monitoring of user behavior, device health, and access requests, it is crucial
to implement privacy-enhancing techniques that protect sensitive data while maintaining robust security [208].
Technologies such as differential privacy, homomorphic encryption, and secure multi-party computation can be used
to anonymize and encrypt data, ensuring that user information is not exposed during verification processes or data
analysis [209]-[211]. These methods allow organizations to enforce strict access controls and monitor activities without
violating privacy regulations or undermining user trust. Furthermore, adopting data minimization practices [212],
where only essential information is collected and retained, helps balance security with privacy. By integrating these
privacy-preserving technologies into ZTNA, organizations can safeguard sensitive data, comply with privacy regulations
like GDPR, and maintain a high level of user confidence while enforcing a secure, zero-trust environment.

5.8. Automated policy management

Automated policy management in zero trust network architecture plays a critical role in simplifying and streamlining
the creation, enforcement, and adjustment of security policies across dynamic and complex environments [213]. Figure
9 presents a typical policy management lifecycle. Traditional manual policy management can be error-prone, time-
consuming, and difficult to scale, particularly in large organizations with diverse systems, user roles, and access
requirements [214]. By leveraging automation, ZTNA can dynamically generate, update, and enforce access policies
based on real-time factors such as user identity, device health, location, and behavior [215].
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Figure 9 Policy management lifecycle

Policy-as-code frameworks and machine learning models can be used to automatically assess risk and adjust policies
accordingly, ensuring that security measures remain consistent and effective even as the network evolves. Additionally,
automated tools can integrate with existing identity and access management systems [216] to maintain a continuous,
adaptive security posture. This automation not only reduces the administrative burden but also minimizes human error,
making it easier to enforce least-privilege access and adapt to changing security needs, thereby enhancing the overall
efficiency and effectiveness of ZTNA implementations.

5.9. Context-aware access control

Context-aware access control is a fundamental aspect of zero trust network architecture, as it enables more granular
and dynamic decision-making for granting access to resources [217]. As shown in Figure 10, rather than relying solely
on static rules or a simple user-password validation, context-aware access control evaluates multiple factors—such as
the user's role, device health, location, time of access, and the sensitivity of the requested resource—to determine
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whether access should be granted [218], [219]. By continuously assessing the risk associated with each access request
in real-time, ZTNA can enforce adaptive policies that reflect the current security context, making it harder for attackers
to bypass defenses [220]. For example, if a user attempts to access a critical resource from an unrecognized device or a
location outside their usual pattern, the system may trigger additional authentication [221] steps or deny access
altogether. This dynamic, context-sensitive approach ensures that access decisions are tailored to the situation at hand,
improving both security and user experience by aligning access permissions with actual risk levels.

5.10. Collaboration across ecosystems

Collaboration across ecosystems is essential for securing multi-organizational environments, where trust and security
must be maintained between different partners, suppliers, and stakeholders [222]. In such interconnected ecosystems,
traditional perimeter-based security models are insufficient, as data and resources often need to be shared across
multiple entities with varying security postures.

Interaction
Environment

Context-Aware Access Control Approach
Phase 1 Phase 2 Phase 3 Phase 4 Phase 5

Capture w Infer ‘ Capture * Identify * Make
Basic High-level States and New Access

Context Context Purpose Situation Decision

Figure 10 Context-aware access control

ZTNA enables secure collaboration by applying consistent, policy-driven access controls and continuous verification
across organizational boundaries [223]. This is achieved through federated identity systems, which allow secure and
seamless user authentication across disparate environments, and secure communication protocols that protect data in
transit. Moreover, shared threat intelligence and common security frameworks can enhance the collective defense by
allowing organizations to respond to emerging threats more effectively [224], [225]. By ensuring that all entities within
the ecosystem adhere to the same stringent Zero Trust principles—regardless of their internal security measures—
ZTNA fosters secure, collaborative interactions while minimizing the risk of external breaches or data leaks.

5.11. Improved threat intelligence sharing

Improved threat intelligence sharing is a crucial aspect of enhancing collective cybersecurity defense across
organizations and ecosystems. Given the dynamic and evolving nature of cyber threats [226], sharing real-time threat
intelligence enables organizations to rapidly detect, understand, and mitigate attacks before they escalate [227]. ZTNA
fosters secure and controlled sharing of threat data through secure communication channels, anonymized data
exchanges, and trusted third-party platforms that ensure privacy and confidentiality. By integrating threat intelligence
with ZTNA'’s continuous monitoring and adaptive access controls, organizations can more effectively anticipate and
respond to emerging threats, such as advanced persistent threats (APTs) or zero-day vulnerabilities [228]-[233].
Collaborative intelligence sharing allows for faster identification of attack patterns, improved detection capabilities, and
the rapid dissemination of threat insights across different entities, strengthening the overall security posture of the
broader network. In this way, ZTNA creates a dynamic, proactive approach to cybersecurity where shared knowledge
significantly enhances resilience and mitigates the impact of potential security breaches.
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Table 7 Future directions

Research direction

Discussion

Development of universal
standards

Goal: Create standardized frameworks and guidelines for ZTNA implementation.

Approach: Collaborate among industry groups, governments, and standards
organizations like NIST to establish best practices.

Outcome: Improved interoperability, and

implementations.

consistency, security  across

Integration with Al and ML

Goal: Leverage Al/ML to enhance threat detection, behavioral analysis, and automated
policy management.

Approach:
Use ML models to identify anomalous behaviors and adapt policies dynamically.
Employ Al to optimize resource allocation for authentication and monitoring systems.

Outcome: Improved threat detection, reduced manual effort, and dynamic adaptation
to changing conditions.

Quantum-resistant

Goal: Prepare ZTNA for a future where quantum computing may render traditional

security

cryptography cryptographic methods obsolete.
Approach: Research and adopt quantum-resistant encryption algorithms for securing
communications and data.
Outcome: Enhanced resilience against quantum computing threats.

Enhanced [oT and edge | Goal: Extend ZTNA principles to secure IoT and edge computing environments.

Approach:

Develop lightweight authentication and monitoring mechanisms for resource-
constrained IoT devices.

Use edge-based analytics for localized threat detection and policy enforcement.
Outcome: Improved security for distributed and resource-constrained environments.

Privacy-preserving
technologies

Goal: Ensure user privacy while implementing ZTNA, especially in data-sensitive
industries like healthcare and finance.

Approach:

Employ technologies such as homomorphic encryption and differential privacy.
Limit data collection to the minimum necessary for security.

Outcome: Enhanced trust and compliance with privacy regulations.

Automated
management

policy

Goal: Simplify policy creation, management, and updates.
Approach:

Develop tools for automated policy generation based on user roles, behaviors, and
environmental conditions.

Use policy-as-code frameworks for consistency and scalability.

Outcome: Reduced errors and administrative overhead in policy management.

Context-aware
control

access

Goal: Incorporate richer context into access control decisions.
Approach:

Use geolocation, device health, time of access, and user activity patterns to determine
access levels.

Continuously evaluate and adapt access permissions based on real-time context.
Outcome: More accurate and adaptive access control.

Collaboration
ecosystems

acCross

Goal: Enable seamless ZTNA adoption across organizational boundaries, supply
chains, and ecosystems.

Approach:
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Develop federated identity systems for secure collaboration between organizations.
Standardize APIs and protocols for interoperability.
Outcome: Streamlined and secure inter-organization interactions.

Improved threat | Goal: Foster collaboration among organizations for sharing threat intelligence.
intelligence sharing Approach:

Establish platforms and frameworks for secure and anonymized intelligence sharing.
Use Al to aggregate and analyze shared intelligence for actionable insights.

Outcome: Enhanced collective defense against evolving threats.

While Zero Trust Network Architecture has established itself as a critical cybersecurity framework, research gaps and
implementation challenges hinder its full potential. Addressing these gaps through standardization, integration with
emerging technologies, and enhanced automation will pave the way for a more secure and adaptive ZTNA. As
organizations increasingly embrace digital transformation, the evolution of ZTNA will remain a cornerstone in building
resilient and future-ready cybersecurity architectures.

6. Conclusion

Zero Trust Network Architecture (ZTNA) has emerged as a transformative paradigm in modern cybersecurity,
challenging traditional perimeter-based approaches. Its principles—such as "never trust, always verify," least privilege
access, and continuous monitoring—provide a robust framework to address evolving threats in hybrid, multi-cloud,
and distributed environments. This survey has examined the core concepts, implementation strategies, and key
components of ZTNA while highlighting its benefits, challenges, and diverse applications across industries. Despite its
advantages, the adoption of ZTNA is not without challenges. Issues such as lack of standardization, scalability concerns,
and the complexity of policy management remain significant hurdles. Moreover, the evolving threat landscape, driven
by advancements in Al, 0T, and quantum computing, demands continuous innovation in ZTNA strategies. Research
gaps in areas such as real-time monitoring, seamless integration with emerging technologies, and privacy-preserving
mechanisms present opportunities for future exploration. Looking ahead, the future of ZTNA lies in the convergence of
advanced technologies such as Al/ML, blockchain, and quantum-resistant cryptography to enhance threat detection,
policy automation, and data protection. Collaborative efforts among researchers, industry leaders, and policymakers
will be critical to establishing standardized frameworks and addressing interoperability challenges. By bridging these
gaps, ZTNA can evolve into a more adaptive, resilient, and universally applicable architecture. In a nutshell, ZTNA
represents a paradigm shift in cybersecurity, offering a proactive and comprehensive approach to securing digital
ecosystems. As organizations navigate an increasingly complex and interconnected world, ZTNA's principles will play a
pivotal role in shaping the future of secure, efficient, and scalable network architectures.
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